Anroput™m bopmupoBaHusa noanucu ans API v 2.0.

Co3paTb HOpPMasM30BaHHYH CTPOKY 3anpoca ANs MCMOSb30BaHWUA Ha Cleaylowmnx CTagusx:

1.

2.

OTcopTupoBaTtb NapameTpbl N0 MeHn B utf-8, cpaBHuBasa nobanToso. MNapameTpbl 6epyTca M3 GET URI wnu mu3 tena POST-
3anpoca (koraa Content-Type paBeH application/x-www-form-urlencoded)
URL-koaupoBaTb UMeHa U 3Ha4YeHUs NapamMeTpoB MO C/eAYWMM NpaBuiam:

He koanpoBaTb onpeaenéHHble B RFC 3986 He3ape3epBUpOBaHHbIE CUMBOJIbI. DTU CMMBONbLI: A-z, a-z, 0-9, MuHyc (--),
noguyépkumsaHue (_), Touka (.) n tunbaa (~).

Bce ocTanbHble CMMBOJbI AO/MKHbBI 6bITh 3aKkoanpoBaHbl Kak %XY, rae X n Y -37T0 WwecTHaguaTepuyHble cuMBonbl oT 0 Ao
9 n oT A o F (3arnaBHble). PacwupeHHble utf-8 cumBonbl koanpytoTcs kak %XY%ZA...

Mpoben koampyeTcs kak %20 (U He Kak +, Kak 06bl4YHO aenaetcs B URL)

KoanpoBaHHble MMeHa napaMeTpoB OTAENSOTCA OT KOAMPOBaHHbIX 3HAYEeHUI 3HaKoM paBHo (=, ASCII-koa 61), aaxe
eCcnu napaMeTp UMeeT NMycToe 3HaveHue.

Mapbl UMS — 3HaYeHWe pa3aensaTcs cumBosioM amnepcaHaa (&, ASCII - koa 38).

Co3gaTb CTPOKY AN18 NOANUCKU B COOTBETCTBUKM CO creaytowen ncesao — rpammaTtukon (rae “\n” ato ASCII - cumBos1oB nepesoga
CTPOKM):

SO0oNOUTAWNR

StringToSign = HTTPVerb + "\n" +
ValueOfHostHeaderInLowercase + "\n" +
HTTPRequestURI + "\n" +
CanonicalizedQueryString

# HTTPVerb -- metoa POST, GET, PUT nnn DELETE.
# ValueOfHostHeaderInLowercase - napameTtp host u3 3aronoska HTTP 3anpoca.
# HTTPRequestURI -- komnoHeHT URI, abcontoTHbI NyTb A0, HO He Bkatoyast GET--

napaMeTpoB.

#  [nsa nyctoro nyTu oxwuaaetcs '/'.
# CanonicalizedQueryString - cTpoka ¢ npegblayLiero wara.

Paccuntatb coBMecTumbin ¢ RFC 2104 HMAC no TonbKO 4YTO CO3AaHHOM CcTpoke StringToSign, ncnonb3ysa CeKpeTHbIN KoY
napTépa Kak kw4 anroputma, u SHA256 kak cnocob xswmpoBaHus.

CKOHBEpPTMpPOBaTb MONYYEHHYIO NoAnNuck B base64.

Mcnonb3oBaTb pe3ynbTaT kak 3HavyeHne napameTtpa check.

Mpumep pacyeta:php



VCoOoONOTURAWNH

function http_build_query_rfc_3986($queryData, $argSeparator='&")
{

$r=",

$queryData = (array) $queryData;

if(lempty($queryData))

{

foreach($queryData as $k=>$queryVar)
{

$r .= $argSeparator.$k.'=".rawurlencode($queryVar);

return trim($r,$argSeparator);

b

function sign($method, $url, $params, $secretkey, $skipPort=False)
ksort($params, SORT_LOCALE_STRING);

$urlParsed = parse_url($url);
$path = $urlParsed['path'];
$host = isset($urlParsed['host'])? $urlParsed['host']: "";
if (isset($urlParsed['port']) && $urlParsed['port'] != 80) {
if (1$skipPort) {
$host .= ":{$urlParsed['port']}";
}
b

$method = strtoupper($method) == 'POST'? 'POST": 'GET";

$data = implode("\n",
array(
$method,
$host,
$path,
http_build_query_rfc_3986($params)
)
)i

$signature = base64_encode(
hash_hmac("sha256",

"{$data}",
"{$secretKey}",
TRUE
)
)i
return $signature;

¥

// MpuMep BbI30Ba, rae $req - Maccme C NapaMeTpamMu TpaH3aKuuu:
sign("GET", "https://partner.life-pay.ru/alba/input/", $req, 'secret');

® python


https://partner.life-pay.ru/alba/input/

VCoOoONOTURAWNH

from urllib.parse import urlparse,quote
import hashlib

import urllib

import base64

import hmac

def sign(method, url, params, secret_key, exclude=['check’, 'mac']):

non

Tunosow MeToa Ana nognucu HTTP 3anpocos

url_parsed = urlparse(url)

keys = [param for param in params if param not in exclude]
keys.sort()

result = []
for key in keys:
value = quote(
(params.get(key) or ").encode('utf-8'),
safe="~'

)
result.append('{}={}".format(key, value))

data = "\n".join([
method,
url_parsed.hostname,
url_parsed.path,
"&".join(result)
D
secrkey = secret_key.encode('utf-8')
mesg=data.encode('utf-8')
print(secrkey,mesg)
digest = hmac.new(
secrkey,
mesg,
hashlib.sha256
).digest()
signature = base64.b64encode(digest)
print(signature.decode('utf-8'))
return signature

# MNpumMep BbI30Ba
sign("GET", "https://partner.life-pay.ru/alba/input/", {'login': 'newlogin~_-."}, '165165165sd");

® java (obpaTue BHUMaHMe, npoben koampyetcs kak %20 (M He Kak +, kak 0bbl4yHO genaetcs B URL))


https://partner.life-pay.ru/alba/input/

VCoOoONOTURAWNH

package ru.life-paycb.alba;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.nio.charset.Charset;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

import java.util.Collections;

10  import java.util.List;

11 | import java.util.Map;

12  import java.net.URI;

13  import java.net.URISyntaxException;

14 import javax.crypto.Mac;

15 import javax.crypto.spec.SecretKeySpec;
16 | import javax.xml.bind.DatatypeConverter;

18  /**

19  * MNopnwucb Bepcun 2.0+

20 */

21  public class AlbaSigner {

public static String sign(String method, String url, Map<String, String> params, String secretKey)

throws URISyntaxException, UnsupportedEncodingException, NoSuchAlgorithmException, InvalidKeyException {
URI uri = new URI(url);

List keys = new ArrayList<>(params.keySet());
Collections.sort(keys);

StringBuilder sb = new StringBuilder();
for (String key: keys) {
if (sb.length() > 0) {
sb.append("&");
3

sb.append(String.format("%s=%s", key, URLEncoder.encode(params.get(key), "UTF-8")));

String urlParameters = sb.toString();

String data = method.toUpperCase() + "\n" +
uri.getHost() + "\n" +
uri.getPath() + "\n" +
urlParameters;

Mac hmaclnstance = Mac.getInstance("HmacSHA256");

Charset charSet = Charset.forName("UTF-8");

SecretKeySpec keySpec = new javax.crypto.spec.SecretKeySpec(charSet.encode(secretKey).array(), "HmacSHA256");
hmaclnstance.init(keySpec);

return DatatypeConverter.printBase64Binary(hmacInstance.doFinal(data.getBytes("UTF-8")));
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